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The increasing use of packing and encryption techniques in malware poses a major
challenge to traditional signature-based antivirus systems. The aim of this study
presents a lightweight static analysis framework for detecting executables that
employ evasion strategies such as packing and encryption. The methodology
integrates entropy measurement, section header analysis, opcode frequency
profiling, and import table inspection to identify concealed malicious behaviour
without executing the sample. The system was implemented in Python using PEfile,
Capstone, Tkinter, and Matplotlib. Testing with benign, packed, and encrypted
executables demonstrated effective differentiation between normal and obfuscated
binaries, achieving an overall detection accuracy of 91.7%. The proposed system
provides a transparent and resource-efficient solution suitable for academic
environments, malware research, and preliminary digital forensic investigations. This
research will reduce the threats posed by the malwares, adversaries and will ensure
safety and security in the digital world.
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1. Introduction

Malware continues to evolve rapidly within modem
computing environments, creating increasingly complex
challenges for cybersecurity defence. Traditional antivirus
solutions have relied heavily on signature-based detection
in which executable files are compared with known
malicious patterns [1-3]. However, this approach has
become significantly less effective, as contemporary
malware frequently adopts sophisticated evasion strategies
such as packing, encryption, polymorphism, and structural
obfuscation to disguise malicious code during inspection.
These transformations alter binary appearance while
retaining the underlying behaviour, thereby preventing
signature-based scanners from identifying malicious intent
during static inspection [4].

Advanced ransomware families, including LockBit,
Conti, Royal and BlackCat (ALPHV), provide notable
examples of this trend. These malware families often
generate thousands of polymorphic variants from the same
malware code base by applying multi-ayered packing and
encryption routines. These procedures increase binary
entropy, modify section structures, and reduce visible
import  references, rendering traditional  detection
increasingly ineffective [5, 6]. As a result, modern malware
detection techniques must evolve beyond patten
recognition and instead examine underlying executable
characteristics to determine malicious intent [3, 7].

Machine learing and deep learning approaches
have shown promising results in detecting malware based

on opcode sequences, entropy values, and import table
characteristics. Researchers have demonstrated that these
approaches can classify malware with high accuracy using
both shallow learning and deep neural models [8-10].
However, such approaches often require large-scale
datasets, substantial computational resources, and lack
clarity in result interpretation, making them unsuitable in
many practical environments including incident response
operations, forensic investigations, and academic settings
where transparency and simplicity are essential.

Static binary analysis has therefore gained attention
as a reliable, transparent and efficient approach for
malware inspection. Static analysis does not require file
execution, thereby eliminating safety concerns associated
with dynamic sandboxing, while enabling measurable
inspection of features such as Shannon entropy, opcode
frequency, section metadata, and import behaviour [7, 10].
While these features can improve detection reliability,
relying on a single metric such as entropy frequently
results in false alarms, since legitimate compression tools
such as UPX and Pylnstaller also significantly increase
binary randomness [10].

In response to these limitations, this paper proposes
a hybrid static malware detection framework that correlates
multiple binary-level indicators, including per-section
entropy, opcode distribution behaviour, and section
consistency and import irregularities to improve detection
accuracy and reduce false positives [11, 12]. The
framework provides a lightweight, fast, and transparent
detection mechanism suitable for educational institutions,
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research environments and low-resource operational
spaces where malware execution is unsafe or impractical

[9].

1.1 Analysis of existing system

Traditional malware detection systems, especially
antivirus products, rely extensively on signature-based
detection [5, 6]. This approach depends on comparing
executable files against a database of known malware
patterns. While effective in earlier decades, this strategy
fails against contemporary polymorphic malware that
modifies binary structure on each compilation to avoid
recognition. This limitation has led to high false-negative
rates when addressing malware families such as LockBit
and ALPHV, which constantly regenerate new variants
derived from the same code base [13, 14]. Moreover,
signature-based systems typically perform shallow
inspection and do not analyse deeper structural properties
such as section relationships, import complexity or
instruction-level behaviour [15]. Dynamic analysis systems
attempt to address this challenge by executing malware in
controlled environments; however, these methods require
computationally expensive sandboxes and can still be
bypassed by anti-virtual machine or anti-debugging
fragments integrated into modern malware [11, 12].

2. Methodology

The study adopts a static binary analysis
methodology to detect malware employing packing and
encryption as evasion techniques. Static analysis involves
examining executable files without executing them, making
the approach safe, efficient and suitable for academic
environments and systems where malware execution
would pose significant operational risks. The proposed
methodology combines multiple static indicators, including
entropy measurement, section metadata inspection, and
opcode distribution profiling and import table analysis, to
create a hybrid model capable of accurately distinguishing
maliciously packed malware from legitimate executables.
This research introduces a hybrid static analysis model that
evaluates critical binary features of Portable Executable
(PE) files to identify indicators of packing, encryption and
other obfuscation mechanisms. The system organizes
processing into distinct functional modules:

2.1 Input module

This module accepts executable samples selected by
the user and validates them as PE-formatted binaries
before further processing.

2.1.1 Feature extraction module

The feature extraction module retrieves multiple
binary properties, including entropy levels, section sizes,
import references and opcode distribution. These
properties are used as the basis for structural evaluation
and comparative analysis.

2.1.2 Analysis engine
Extracted features are evaluated using threshold
evaluation rules developed from industry and research

literature. For example, entropy values above 7.0 typically
indicate the presence of encryption or packing, while files
with minimal import calls may rely on runtime resolution,
another known malware trait.

2.1.3 Decision and reporting layer
Based on combined analysis of entropy, structure,
import behaviour and opcode patterns, the system
classifies files into categories such as:
a. Benign
b. Packed but non-malicious
c. Suspicious and potentially malicious
Reports are displayed to the user via a graphical
interface and can be exported for additional laboratory or
forensic processing.

2.2 System architecture

The proposed system operates using a modular
architecture that enables analytical components to act
independently while contributing to an aggregated decision
model. This allows new analytical indicators to be
incorporated without restructuring the entire system. The
architecture follows a sequential workflow beginning with
fle selection, followed by feature extraction, static
evaluation, classification and structured reporting.

2.3 Detection algorithm

The hybrid detection model applies conditional logic
to determine whether binary features exceed suspicious
thresholds. Simplified representations of the algorithm
include:

Step 1: Load executable file

Step 2: Extract entropy, opcode distribution, section
metadata and imports

Step 3: Evaluate entropy for each section (high
entropy >7.0 is marked abnormal)

Step 4: Check import library frequency and the
presence of low-level APIs often associated with process
injection

Step 5: Evaluate opcode patterns for repetitive
decryption routines

Step 6: Correlate feature outcomes

Step 7: Generate final classification report

2.4 Justification for method

The proposed method represents a balance between
accuracy, safety and practicality. Previous research has
shown that static indicators such as entropy values,
opcode concentration, and structural anomalies provide
clear signals of packing or encryption in executable files
[8]. Unlike dynamic analysis, this approach does not
require execution of malicious code, thereby reducing
operational risk. Additionally, the system maintains
explainability, which is important for malware forensics,
classroom use and environments with limited processing
resources.

2.5 System implementation
The framework was developed in Python using PEfile
for binary parsing, Capstone for disassembly, and Tkinter
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for a graphical user interface. The system accepts Portable
Executable (PE) files as input and performs static analysis
without executing the samples. This ensured safe
operation even when handling files exhibiting malware-like
properties. The interface includes modules for browsing
files, executing analysis, saving results and displaying
structural statistics in a visual format. The system also
generates JSON reports for further investigation or dataset
generation.

3. Results

This section presents the outcomes of the
implemented malware detection framework and discusses
how the results validate the system’s effectiveness in
detecting packed and encrypted malware samples. The
framework was applied to 60 executable files, consisting of
20 benign executables, 20 packed samples and 20
encrypted variants. The results were analysed using
entropy measurements, opcode statistics, and structural
metadata and import table characteristics.

3.1 Entropy analysis results

Entropy was calculated for each section of the test
executables. Benign files exhibited typical entropy values
between 4.5 and 6.5, consistent with normal application
code. Packed and encrypted samples demonstrated
significantly higher entropy values, often ranging from 7.0
to 8.0, which is characteristic of compression or encryption.
High entropy is widely recognized as one of the most
reliable indicators of packing or concealed binary
structures [4], [15].

Table 1: Entropy analysis results (sample)

File type Typical entropy Interpretation
range
Benign files 45-65 Normal executable
structure
Packed files 70-80 Indlcgtes compression or
packing
Encrypted _ Suggests encryption or
files 72-80+ high obfuscation

Results demonstrated that files exhibiting entropy
values above 7.0 were automatically marked as suspicious
by the system. This behaviour is consistent with accepted
malware analysis literature and supports the system's
threshold logic.

3.2 Opcode analysis results

Opcode distribution profiles revealed behavioural
differences between normal and packed or encrypted
executables. Benign software displayed balanced opcode
distributions dominated by common machine instructions
such as mov, call, push and cmp. Packed and encrypted
files showed compressed opcode ranges and unusually
high counts of instructions such as xor, int3, and
unconditional jumps. These opcode patterns are consistent
with unpacking loops, decoder stubs or anti-analysis
padding seen in malware obfuscation [11, 12].

The presence of excessive xor instructions indicates
possible runtime decryption loops, while inflated int3

presence typically suggests padding or debugging
interference, behaviours commonly associated with
malware stub execution.

Table 2: Opcode distribution comparison

Opcode Benign Packed Encrypted
count count count
Mov 214 190 120
Xor 39 80 112
int3 0 324 380
Call 46 70 85

3.3 Import table analysis

Benign executables were found to import a wide
range of libraries and functions such as USER32.dl,
GDI32.dll, and standard runtime components. In contrast,
packed or encrypted samples frequently showed minimal
imports, often limited to a few KERNEL32.dll routines. This
pattern reveals reliance on runtime AP resolution, a widely
documented malicious technique for evading static
analysis tools. The flagged samples that imported
suspicious functions including Write Process Memory,
Virtual Alloc, and Create Remote Thread, which are
commonly used in code injection and process hijacking.

3.4 Combined classification performance

By correlating entropy, opcode profiles, structural
metadata, and import table observations, the research
classified the 60 test samples as follows:

Table 3: Detection accuracy summary

Sample type Total Correctly | Accuracy
samples | classified (%)
Benign 20 18 90
Packed 20 19 95
Encrypted 20 18 90
Overall accuracy 60 55 91.7

An overall accuracy of 91.7% demonstrates that the
hybrid static model was able to detect packed and
encrypted malware effectively without requiring sample
execution. This confirms existing literature which identifies
entropy and opcode-based analysis as reliable detection
features when applied in combination.

4. Discussion

Analysis showed that combining multiple static
features significantly reduced false positives compared to
single-metric approaches. Files exhibiting two or more
suspicious characteristics, for example, high entropy and
reduced imports were consistently classified accurately,
reinforcing the strength of the hybrid model.

While some legitimate commercial software also
utilizes packing and encryption for intellectual property
protection, the system's correlation-based decision model
helped distinguish clearly between normal compression
and genuinely suspicious behaviour. The system's
transparent decision rules further support malware
diagnostics, digital forensics and academic training, where
explainability is essential.
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5. Conclusion

The study presented a hybrid static malware
detection framework designed to identify malicious
executables employing packing and encryption as evasion
mechanisms.  Traditional ~ signature-based  detection
methods depend heavily on matching file contents with
known malware patterns, but modem malware families
increasingly modify their binary structure to avoid
recognition. Through the combination of multiple static
analysis features, including entropy measurement, opcode
profiling, section metadata inspection and import analysis,
the developed system provides a reliable method for
detecting suspicious executables without executing the
files.

Experimental results demonstrated that the system
achieved an overall accuracy of 91.7% when tested on 60
executable samples comprising benign, packed and
encrypted binaries. This performance confirms that multi-
feature correlation significantly improves detection
effectiveness compared to single-parameter approaches
such as entropy-only evaluation. The transparency of the
decision logic also makes the system suitable for forensics,
malware research and educational environments where
explainability is essential.

Despite its strengths, the system has some
limitations. The model does not account for advanced
malware capable of decrypting major payloads only during
runtime, nor does it perform behavioural analysis that
might reveal hidden execution paths. However, the system
provides a foundation upon which more advanced hybrid
solutions  incorporating dynamic analysis, signature
generation or machine learning can be developed in future
work.

Recommendation

The study demonstrated that a hybrid static malware
detection system can successfully identify executables
employing packing and encryption as evasion strategies.
However, further research is recommended to improve
system robustness and operational versatility. Future work
may incorporate dynamic behavioural analysis to capture
malware that decrypts or unpacks its payload only during
execution. Additionally, incorporating machine leamning
classification into the decision engine could improve
detection accuracy against complex malware capable of
blending legitimate and malicious behaviour. Expanding
the dataset to include a wider range of malware families
and file formats would also strengthen system evaluation
and generalizability.
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